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What is Data Loss Protection?

Data Loss Prevention (DLP) keeps your company's internal and customer-identifying information safe from being sent
to unauthorized users. Our DLP offering within the cloud can be activated in one click inside your Portal. Whenever
Harmony Email sees outbound mail or a chat message within Teams or Slack potentially containing sensitive data, we
look for industry-standard keywords within the message. When there is a match, we lock or encrypt that activity
depending on the policies you create. This works for Microsoft or Google users.

Companies are under increased regulation and pressure to protect personal and financial information. Certain data,
like tax information, driver's license numbers, health care identifiers, social security numbers, and more, must never
reach unauthorized users.

Customizable Policies

Automated Prevention

Elect which action to take, whether
it's blocking the email entirely or
encrypting it for an authorized user.
Workflows can be automated and
customized depending on detection
and user.

Ease of Deployment

Use our preset data identifiers or
easily add certain keywords, naming
conventions, file names, and more.
DLP is already enabled in Check
Point Portal. Contact your rep to
have it switched on.

Choose which types of activity to
monitor, such as PII/PHI, and add
custom dictionaries. You can create
custom policies for both entire
organizations or individual users
including compound data type
policies.

About Our Data Loss Protection

Harmony Email & Collaboration's DLP leverages

ThreatCloud, Check Point's threat repository, to Most APIl-based providers offer limited or no DLP

identify and mark files containing confidential, functionality. Traditional gateways and default security do
financial, and personally identifiable information. provide DLP. However, it is less customizable than our
offering.

Check Point uses cloud-native controls to enforce
set policies for individual files or folders based
upon contents and context. Files can be deleted,
guarantined, or encrypted before they become
security incidents.
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